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(TS//SV/NF) FAA702 Operations

Two Types of Collection

m
talk " You
OL & mail

Upstream

+ Collection of communications on fiber cables
and infrastructure as data flows past.
(FAIRVIEW STORMBREW, BLARNEY OAKSTAR)

Should
Use Both

« Collection directly from the servers of these U.S. |
Service Providers: Microsoft, Yahoo, Google
Facebook, PalTalk, AOL, Skype, YouTube
Apple.
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X Ciphertext: BN ZHPERGRIER
N#; Encryption (E(m)): EHBEEIZICAYZEIR
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[1] Genkin D, Pachmanov L, Pipman I, et al. Stealing keys from PCs using a radio: Cheap electromagnetic attacks on windowed
exponentiation[C]//International workshop on cryptographic hardware and embedded systems. Springer, Berlin, Heidelberg, 2015: 207-228.

[2] Genkin D, Pachmanov L, Pipman I, et al. ECDH key-extraction via low-bandwidth electromagnetic attacks on PCs[C]//Cryptographers’ Track at the RSA
Conference. Springer, Cham, 2016: 219-235.
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o EEXIE (Cipher-only attack) | IWTHE{NBE— 1 8 EZNNE
WERBFIToT FEEFEEANSR) |

o SXPXIE (Known- plalntext attack) : IWFEEBE— =T
XINAYEAS, HITEIAFIZIHHES

o EEIANIZE (Chosen- plalntext attack) : KGEZEHS(HHE
NE, REUERT LU BES F =X MAYE S, BIDEEREX;

o EIFEFRNIEE (Chosen-cipher attack) : INtEE B &FEBEES
Hl, BEIRTLASERE S F XS WAV,
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'H55(Weak)
&4t (Legacy)

I (Baseline)
*I/E(Standard)
= (High)
ﬁﬁ%—(Ultra)

DES, MDS5

SHA-1

3DES
AES-128,SHA-256
AES-192,SHA-384
AES-256,SHA-512
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Bruce Schneier2 &3]

1995
2000
2005
2010
2015

&AK

768

1024
1280
1280
1536

1280
1280
1536
1536
2048

SIS, MR

e

Bk A B 2 FiL

iX{E

1536
1536
2048
2048
2048

Hd
B
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DES, 3DES

XIFRNZEEE - AES
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1. BFENFFE261FE, TR RN FEFIR26AIFIRZARIITRKSR:

A =0 B =1C =2 .. Y =247 =25

2. INZIt=:
y=x+k (mod 26)
3. iR
x=y-k (mod 26)
4. Hrh, BURINERLE, ENZHEAE, k=306,
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n EEUEIIERNMAIES, T

iF Z % +F | ABCDEFGHI JKLMNOPQRSTUVWXYZ

% X ¥ |DEFGHIJKLMNOPQRSTUVWXYZABC

O %A g LOVE, N|Zx/: ORYH

n B8, WG XMINERN?

o BAANKE: xy&E, IPA
k=y-x (mod 26)

O JERIANINGEG: ReffitEE b, LhulifE x=a=0 , )3
y = k (mod 26)

O EEENINE: BCEEE Ly, flaNgkEsE y=a’=0, P4
x= -k (mod 26)
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n BANZBIEIMNEEA, ZERIWRE
n (RSIINEESINREFREN

Z: 2EZH(0.P) y = ox +p (mod 26)

fRER: a1 (y-8) = xmod 26
m PG o LRefEiR 26 FEUETT. AIE0, o=7, ol#IT:
7*1 =7 mod 26 7*4 =2 mod 26 e A
7%#2 = 14 mod 26 7%5 =9 mod 26 Q: EAEENHY
7*3 =21 mod 26 7*#15=1 mod 26 ... 12 6EB1E1EINT?

B 7*15=1 mod 26, BP1SE7HR26R41%7T.,

n STTIRERM
o WRSIEET 26 &, B gcd(,26)=1, WTTAIRIE,
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26vmER, EttelEERG 125!

1, 3,5, 7,9, 11, 15, 17, 19, 21, 23, 25}
BREI2: REUESEEIR26.
£hie: W THREINE, FravlaeR_RE12+26=312f!
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(FaINEEEf—ARIGIHE?

Pu yfo of oin hvy ufa hrpkpyb, jlar ph hopkk py oin hvy oinan, svo jnjpkk
klvbi rfan zfyupgnyo zlkr; pu ovayng of ufvyg iph fjy hilgfj,
Immafmaplon nhzlmn, oin hvy jpkk sn oiafvbi oin inlao,jlar nlzi mklzn
snipyg oin zfayna; pu ly fvohoanozing mlkr zlyyfo ulkk svoonaukx, oiny
zknyzing jlcpyb larh, bpcny mfjna; pu P zly'o ilcn sapbio hrpkn, po jpkk
ulzn of oin hvyhipyn, lyg hvyhipyn hrpkn ofbnoina, py uvkk skffr.
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n (HETINRRLEIRGS, ERLABRIZHNRS REE ST MAYSTE 2

— 2R,

1. G R AR
{a" 18,'c": 3,'b" 7,'g" 8,'f. 19, ' 23, 'h'": 17,
'k 22,'1:10,'m" 7,'l" 21, 'o": 30, 'n": 37, 'p": 26,
's'. 6,'r:10,'u": 11, 'v: 13, 'y 27, 'x": 1, '2": 12}

2. StREFEBIERIR, HEIFANASE S IRET

Tr {8 FH 3342 43 IS F B FEANFRELY N E B
I A% v (o FH A - B4 e 12%
I O 492 - B 2R ta,0,0,n,5,h,r 6%~9%
11 Hh {0 3R o R AR ) 4%
v I A P A3 % 7 B4 2 e, uym,wofog,v,p,b 1.5%~2.3%
vV IAAE FH A0 32 7 B v kX, qZ 1%

3. TRREMRETRER e=>n; t=0
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{(regnnE:

4. FZERIRET KR RAFETH (0. B) TRRFEE S
- EEIMIRERINENX D BIEN. o e>n, t>o0, BRISESA:
13 =4a+ [ (mod 26)
14 =19a + f (mod 26)
- fBHa=7, p=11

+ KRBT = 15, X=(15Y-11)mod 26

If not to the sun for smiling warm is still in the sun there but we will laugh more confident calm if turned to
found his own shadow appropriate escape the sun will be through the heart warm each place behind the
corner if an outstretched palm cannot fall butterfly then clenched waving arms given power if I cant have

bright smile it will face to the sunshine and sunshine smile together in full bloom
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4. R HRRATRER KRR TH (0. B IRAFEE S
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- B (BRI EEMEENE NIRRT EE
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8 0R BRSO SRS R

o R S G e

8 AT PR R AR BRE

B8 610 IR AOTRG SR — e K8,

SERRTRRERY, 223A(o,B)aJREALE—H, FEIREZENHI LTI
SHHEMIHIEHSEIR A TRIRRE.

44



JE—
flFESIE (REE)

n 1. 3KEFefY¥5T:
7*15=1mod26
1/0=15

m 2. BB x=1/0* (y-p) mod 26, EF1/ 0 =15, BIREFPX x:

y 15 20 24 5 14 14 5
x=1/a (y-B) 60 135 195 -90 45 45 -90
xmod26 8 5 24 5 14 14 5

BES i f n 0 t t 0
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o JIZAT.: C=(P+K)mod 26
ML €= E+K) QAE—1EHHX?

BH3 H e r e 1 s h o w 1 t 1
54 (1K EE6) 214 2 1914 17 214 2 19 1417
B CI T X W] CSY B H Z
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{3 AR FRRBHLEEN A BRI AR BB | 0.0667
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o8 IHERREYRNFEEE
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